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Abstract. This research examines how new technologies influence student behavior
within Romania’s pre-university education while highlighting ethical and responsibility
matters in digital environments. The study examines cyberbullying behaviors alongside
digital cheating methods and how social media usage increases to gain social
approval. The text emphasizes both digital education and teacher responsibility to guide
learners towards ethical online actions and prevent ethical standard breaches. The
closing section of the article presents strategies for integrating ethical training into
educational programs to guide future generations toward responsible and mindful
technology use.
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1. INTRODUCTION

Digital technology has transformed student interaction patterns and learning
experiences. Student behavior has undergone significant changes because of
smartphone adoption and social media use along with online learning platforms
which provide both benefits and potential complications. Technology provides
multiple educational advantages but simultaneously generates ethical questions and
legal challenges along with social issues. The article examines how digitalization
affects student behavior by analyzing legal obligations and ethical challenges while
highlighting education’s role in teaching responsible digital citizenship.

Students show a much larger presence online because technology access has
expanded especially on entertainment platforms and social media sites. The change
experienced has altered interpersonal connections and student study patterns which
subsequently impacts their academic success and personal health. The
transformation features several essential elements which consist of the following:
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Impact on Attention and Concentration: studies indicate that frequent use
of digital devices can reduce students’ ability to concentrate®. Instant access to
information and multitasking-such as studying while checking social media or
responding to notifications-leads to fragmented attention and lower academic
performance?.

Changes in Social Interaction: while digital platforms facilitate
communication and long-distance relationships, excessive reliance on online
interactions reduces face-to-face communication, which is essential for social skill
development®. Additionally, cyberbullying has become increasingly prevalent,
negatively impacting students' mental health and emotional security®.

Digital Literacy and Technological Skills: Access to the internet has played
a key role in enhancing students' digital literacy, helping them develop crucial tech
skills for the future. However, there’s still a big gap between urban and rural areas.
A report® on digital literacy among students in Romania highlights that those with
limited access to technology tend to have weaker digital skills, deepening
educational inequalities.

Ethical Challenges and Digital Responsibilities: while technology offers
many benefits, it also comes with ethical challenges, such as plagiarism and
academic dishonesty. With easy access to online resources, more students are
tempted to copy answers or use unauthorized materials, which can weaken academic
integrity®. Social media, in particular, demands responsible online behavior. Students
need to be mindful of protecting their personal data, avoiding oversharing, and
understanding the long-term consequences of their digital footprint’.

Being aware of these risks helps them navigate the online world safely and
ethically.
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2. THE IMPACT OF TECHNOLOGY ON STUDENTS:
BENEFITS AND CHALLENGES

Technology plays an important role in students' lives, influencing both their
educational and personal development. On one hand, it provides easier access to
information, better collaboration, and more flexible learning opportunities. On the
other hand, spending too much time on technology also comes with challenges, such
as distractions, digital addiction, and feeling socially isolated.

Benefits of Technology in Education

One of the main advantages of technology is the easy access to educational
resources. Students can explore online platforms, instructional videos, and academic
databases to expand their knowledge and engage in self-directed learning®.
Additionally, frequent use of technology helps develop essential digital skills, such
as navigating online resources, using software applications, and creating digital
content—competencies that are crucial for future careers®.

Technology also enhances collaboration and communication, enabling
teamwork through shared document platforms, video conferencing, and virtual
classrooms®®, These tools not only facilitate group projects but also foster a global
perspective by allowing students to connect with peers from different cultural and
educational backgrounds.

Another major benefit is learning flexibility. Online courses and video
lectures enable students to learn at their own pace, allowing them to tailor their
learning experience to suit their individual learning preferences!'. Moreover,
technology has greatly enhanced educational accessibility for students with
disabilities, through the use of assistive tools like text-to-speech software and real-
time subtitles for learners with hearing impairments*2.

Moreover, technology supports personalized learning through Al-driven
programs that analyze student progress and provide customized exercises based on

8 Richard E. Clark, Learning from media: Arguments, analysis, and evidence, Information Age
Publishing, 2012, pp. 45-50.

9 David Buckingham, Beyond Technology: Children's Learning in the Age of Digital Culture,
Polity Press, 2007, pp. 82-87.

10 Christine Greenhow, Cathy Lewin, Social media and education: Reconceptualizing the
boundaries of formal and informal learning, in “Learning, Media and Technology”, no. 41(1), 2016,
pp. 131-134.

11 Barbara Means, Toyama Yukie, Robert Murphy, Marianne Bakia, Karla Jones, Evaluation of
evidence-based practices in online learning: A meta-analysis and review of online learning studies, US
Department of Education, 2010, pp. 55-59. Te be seen www.ed.gov/sites/ed/files/rschstat/eval/
tech/evidence-based-practices/finalreport.pdf, accessed on November 1, 2024.

2D.H. Rose, A. Meyer, Teaching every student in the digital age: Universal design for learning.
ASCD, 2002, pp. 100-103.
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individual needs®3. It also encourages critical thinking through interactive activities,
educational games, and problem-solving tasks'4. Additionally, digital assessment
tools optimize the evaluation process by offering real-time feedback, enabling
teachers to track student performance and adjust teaching strategies accordingly®®.

Challenges of Technology in Student Life. Despite its benefits, technology
also presents significant challenges.

One of the most pressing issues is distraction and reduced attention span.
Social media, video games, and entertainment apps often compete with academic
tasks, leading to lower concentration levels and diminished study time?®.

Another major concern is digital addiction, which negatively impacts
students' mental and physical health. Excessive screen time has been linked to sleep
disruptions, increased anxiety, and persistent fatigue!’. This excessive dependence
on technology can contribute to social isolation, as students dedicate more time to
digital platforms rather than engaging in in-person interactions, which are crucial for
social development!®. Simultaneously, digital addiction can result in a decline in
face-to-face communication skills, as students become more accustomed to
interacting via text messages instead of engaging in verbal conversations?®.

Moreover, unequal access to technology exacerbates educational disparities.
Not all students have access to high-quality devices or a stable internet connection,
particularly those from rural or economically disadvantaged backgrounds. This
digital divide limits their ability to engage fully in online learning and places them
at a disadvantage compared to their urban peers?. There is also the risk that students
may access false or unreliable information on the internet, which can affect the
quality of learning and the development of critical thinking?.
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Another critical issue is misinformation and exposure to harmful content.
Without proper digital literacy education, students may struggle to distinguish
between credible sources and misleading information, potentially affecting their
learning outcomes. Additionally, exposure to inappropriate content, such as violent
or harmful online material, poses serious risks, especially for younger students who
lack the necessary guidance and awareness to navigate the digital space safely?.
Finally, maintaining a balance between digital and real-life activities remains a
significant challenge. Excessive screen time can reduce students' participation in
physical activities, face-to-face social interactions, and extracurricular pursuits,
which are essential for their overall well-being and development?,

Striking a Balance: The Need for Digital Education. Given the complex impact
of technology on students, it is essential to adopt a balanced approach to digital
education. Schools and parents must work together to promote responsible and
mindful technology use, ensuring that students can harness its benefits while mitigating
potential risks. Integrating digital literacy programs into the curriculum can equip
students with the skills needed to navigate the online world effectively, fostering a
generation that is both technologically proficient and ethically responsible.

3. DEPENDENCE ON SOCIAL MEDIA

In the digital age, social media has become an integral part of students’ daily
lives, providing them with opportunities for communication, information, and
entertainment. However, excessive use of these platforms can lead to addiction,
negatively impacting academic performance, physical and mental health, and
interpersonal relationships.

One of the primary negative effects of social media dependency is reduced
concentration and productivity. Students who spend hours on social networks struggle
to maintain focus on school tasks due to constant interruptions from notifications,
messages, and engaging content?*. This fragmented attention leads to more superficial
learning and diminishes students' ability to retain essential information®.

Additionally, social media fosters a constant need for validation, which can affect
students’ self-confidence and emotional well-being. Platform algorithms are designed to
provide instant rewards through likes, comments, and shares, encouraging students to

2 3, Livingstone, E.J. Helsper, Gradations in digital inclusion: Children, young people and the
digital divide, in “New Media & Society”, no. 9(4), 2007, pp. 673-696.

2 V. Rideout, A. Peebles, S. Mann, M.B. Robb, The Common Sense Census: Media Use by
Tweens and Teens 2021, in “Common Sense Media”, 2022, pp. 28-32.

2 L.D. Rosen, iDisorder: Understanding Our Obsession with Technology and Overcoming Its
Hold on Us, Palgrave Macmillan, 2012, pp. 67-72.

%5 M.S. Cain, J.A. Leonard, J.D.E. Gabrieli, A.S. Finn, Media multitasking in adolescence, in
“Psychonomic Bulletin & Review”, no. 23(2), 2016, pp. 554-560.
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frequently check their social interactions?. This dependence on social feedback can
result in anxiety, depression, and low self-esteem, especially when students compare
themselves to idealized and filtered images of peers or influencers?.

Another significant risk of social media addiction is sleep disruption.
Numerous studies show that excessive phone use before bed, particularly for
browsing social media, negatively affects sleep quality and reduces students' rest
time?®. Exposure to blue light emitted by screens suppresses melatonin production,
the hormone responsible for regulating sleep, leading to difficulties falling asleep
and chronic fatigue?. This, in turn, affects academic performance and overall well-
being. Additionally, time spent on social media encourages a sedentary lifestyle, as
students engage less in physical activities. This behavior can lead to weight gain and
issues related to a lack of physical exercise, such as muscle weakness and
cardiovascular health problems.

Beyond health effects, social media dependence also impacts the development
of interpersonal relationships. Although social media facilitates remote communication,
it can reduce face-to-face interactions and impair students' communication skills.
Many prefer to converse online rather than engage in direct discussions, which can
lead to difficulties in expressing emotions and managing real-life conflicts®®. Over
time, this can result in feelings of isolation and challenges in forming authentic
relationships. A World Health Organization study conducted for the 2021-2022%
period reveals that 11% of adolescents aged 11 to 15 in Romania show signs of
problematic social media use, compared to 7% in 2018. Another cause for concern
is that one-third of adolescents play online games daily, and 22% spend at least four
hours a day gaming. These increases underscore the need for appropriate
interventions to address social media addiction among young people.

Furthermore, social media can expose students to harmful content, such as
cyberbullying, fake news, and negative influences from toxic role models. Many
students are victims of online harassment, which can deeply affect their emotional

% C.S. Andreassen, S. Pallesen, M.D. Griffiths, The Relationship Between Addictive Use of
Social Media, Narcissism, and Self-Esteem: Findings from a Large National Survey, in “Addictive
Behaviors”, no. 64, 2017, pp. 287-293.

27 J.M. Twenge, iGen, pp. 142-146.

28 J.C. Levenson, A. Shensa, J.E. Sidani, J.B. Colditz, B.A. Primack, The Association Between
Social Media Use and Sleep Disturbance Among Young Adults, in “Preventive Medicine”, no. 85,2017,
pp. 36-41.

2% M. Gradisar, A.R. Wolfson, A.G. Harvey, L. Hale, R. Rosenberg, C.A. Czeisler, The Impact
of Technology on Sleep and Children’s Well-Being, in “Pediatrics”, no. 131(2), 2013, pp. 1274-1283.

30 Sherry Turkle, Reclaiming Conversation, pp. 81-85.

31 P. Badura, C. Eriksson, I. Garcia-Moya, P. Lofstedt, M. Melkumova, K. Sotiroska et al,
A focus on adolescent social contexts in Europe, central Asia and Canada. Health Behaviour in School-
aged Children international report from the 2021/2022 survey, Volume 7, Copenhagen, WHO Regional
Office for Europe, 2024.
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state and academic performance®2. Social media algorithms may also promote the
spread of false information, exposing students to misleading or even dangerous ideas
without the critical thinking skills necessary to assess them. Social media algorithms may
also promote the spread of false information, exposing students to misleading or even
dangerous ideas without the critical thinking skills necessary to assess them?3,

To combat social media addiction among students, it is essential for both
schools and families to take an active role in digital education. Students should be
taught to use social media in a balanced and mindful way, manage their online time,
and develop self-regulation mechanisms. Moreover, establishing clear rules, such as
limiting screen time, setting technology-free hours, and promoting offline activities,
can help reduce the negative effects of social media on youth development.

4. LEGAL AND ETHICAL CHALLENGES

The digital revolution has generated numerous legal challenges, particularly
concerning the protection of personal data, copyright, and the responsible use of
digital technologies by students.

a) Protection of Personal Data: one of the main legal aspects is the regulation
concerning the protection of personal data. The General Data Protection Regulation
(GDPR) applies even in the educational sector, having a direct impact on how
educational institutions collect, store, and use student information. In Romania, Law
no. 190/2018 on the implementation of GDPR provides the national framework for
the application of these norms®,

b) Copyright and Plagiarism: the use of digital materials involves risks
related to copyright compliance. Law no. 8/1996 on copyright and related rights
regulates the legal use of digital resources for educational purposes. Students are
required to adhere to these provisions to avoid accusations of plagiarism or the
unauthorized use of materials protected by copyright®®.

¢) Cyberbullying and Cybercrime: the increase in online interactions has led
to a proliferation of cyberbullying and other cybercrimes. The Romanian Penal Code
penalizes various forms of online abuse, such as harassment and unauthorized access
to computer systems (Articles 360-363 of the Penal Code)®.

82 J.W. Patchin, S. Hinduja, Cyberbullying Prevention and Response: Expert Perspectives,
Routledge, 2012, pp. 49-53.

3 M.J. Metzger, Making Sense of Credibility on the Web: Models for Evaluating Online
Information and Recommendations for Future Research, in “Journal of the American Society for
Information Science and Technology”, no. 58(13), 2007, pp. 2078-2091.

34 Law No. 190/2018 on the Implementation of the GDPR in Romania, published in the Official
Gazette of Romania, Part I, No. 651/2018.

% Law No. 8/1996 on Copyright and Related Rights, republished in the Official Gazette of
Romania, Part I, No. 489/2018.

36 The Criminal Code of Romania, Law No. 286/2009, updated and published in the Official
Gazette of Romania.
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Beyond legal aspects, the use of digital technology presents ethical challenges,
especially regarding academic integrity, equity of access to education, and the
responsibility of using social media. Therefore, educational institutions have the
responsibility to implement educational programs that prepare students for the
ethical and effective use of technology, thus contributing to the development of an
informed and responsible digital society.

a) Academic Integrity: digital technologies facilitate access to information
but also provide opportunities for cheating in exams or plagiarism. Educational
institutions must promote a strict ethical code and use anti-plagiarism tools to
maintain academic standards.

b) Equity of Access to Education: economic disparities can influence
students' access to digital resources, raising issues of equity. Universities must
ensure the necessary infrastructure so that all students can benefit from the same
opportunities.

c) Responsibility of Social Media Use: students are exposed to risks related
to misinformation, hate speech, and digital surveillance. It is essential for them to be
educated on the responsible use of social platforms.

In addition to the numerous benefits in education, a series of significant legal
and ethical challenges have emerged. Developing digital ethics as part of the
curriculum can help students navigate the digital world responsibly and make
informed decisions about their online presence.

5. THE ROLE OF DIGITAL EDUCATION

Digital education plays an essential role in shaping responsible behaviors in
the online environment, given the increasing impact of technology on daily life.
Through digital education, students learn how to navigate the internet safely, protect
personal information, avoid harassment and cyberbullying, and develop a critical
attitude towards the information accessed online. At the same time, it contributes to
the formation of responsible digital citizens who respect online ethics and interact
positively in digital communities.

Therefore, one of the fundamental objectives of digital education is to
promote digital responsibility. Students must recognize the legal and ethical
consequences of their online actions, such as adhering to copyright laws, preventing
cyberbullying, and safeguarding personal information®’. Furthermore, fostering
critical thinking is crucial for discerning trustworthy sources and preventing the
dissemination of misinformation®. Another key component of digital education is

7S, Livingstone, L. Haddon, Children and the Internet: Great Expectations, Challenging
Realities, Polity Press, 2019, pp. 87-91.

% J. Kahne, B. Bowyer, Educating for Democracy in a Partisan Age: Confronting the
Challenges of Motivated Reasoning and Misinformation, in “American Educational Research Journal”,
no. 54(1), 2017, pp. 12-18.
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cybersecurity. Students must be aware of the risks associated with the online
environment, such as cyber fraud, identity theft, and exposure to harmful content®.
Integrating educational modules on data privacy and safe internet use contributes to
the formation of a responsible digital culture.

Moreover, technology can facilitate the educational process by providing access
to interactive digital resources and collaborative learning platforms. However, excessive
use of technology can affect focus and social interaction, which is why education should
promote a balance between the digital and offline environments*.

Therefore, digital education is not just a complementary component of the
learning process but a necessity in the current context. In this regard, it is essential
for students, teachers, and educational institutions to collaborate in order to adhere
to legal regulations and promote ethical behavior in the digital environment.

6. SHARED RESPONSIBILITY

Taking on shared responsibility helps develop students who not only use
technology but do so in an ethical, responsible, and safe manner. This contributes to
creating a healthier online environment and reducing the negative effects associated
with the irresponsible use of technology.

The family represents the first environment in which children develop digital
skills and their attitude toward technology. Parents play a fundamental role in their digital
education, not only by setting clear rules regarding the use of technology but also by
leading by example in the responsible management of digital resources. Studies show
that active parental supervision and open dialogue about online safety significantly
contribute to reducing children's exposure to cyber risks*'. Moreover, it is crucial for
parents to teach their children the significance of respecting others' privacy and
understanding the potential consequences of their online behavior on others*2,

Educational institutions have the responsibility to integrate digital education
into the curriculum and to create a learning environment that promotes ethical
behavior in the online space. Teachers can facilitate this process by including
educational modules on the risks and benefits of technology, as well as organizing
activities that develop critical thinking in identifying false information and managing
digital interactions®. Debate activities or group projects can stimulate reflection on
the responsible use of technology and contribute to developing an educational
climate based on respect and empathy*.

39 Danah Boyd, It's Complicated, pp. 143-149.

40 J.M. Twenge, iGen, pp. 65-72.

41, Livingstone, L. Haddon, Children and the Internet, pp. 87-90.

42 Danah Boyd, It's Complicated, pp. 143-145.

43 J. Kahne, B. Bowyer, Educating for Democracy in a Partisan Age, pp. 15-20.
4 J.M. Twenge, iGen, pp. 100-105.
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To develop responsible digital citizens, ethical education must be
systematically incorporated into the curriculum. Schools should introduce digital
ethics as a standalone subject or integrate it into civic education, ICT, or social
sciences. This would ensure that students understand online behavior, digital
footprint awareness, and ethical technology use. Additionally, enhancing media
literacy and critical thinking is essential in helping students assess digital content,
recognize misinformation, and engage responsibly with online platforms.
Cybersecurity and data protection should also be a core component, equipping
students with practical skills in securing personal data and navigating online privacy
risks. Academic integrity must be reinforced by promoting ethical research habits,
proper citation practices, and responsible use of digital resources to prevent
plagiarism. To support these efforts, teacher training programs should be
implemented to help educators integrate discussions on digital ethics into their
teaching methods. Schools can also adopt case-based and experiential learning, using
real-world ethical dilemmas and role-playing exercises to enhance moral reasoning
and decision-making. Furthermore, promoting digital well-being through awareness
programs, digital detox initiatives, and time management strategies can help students
maintain a healthy balance between technology use and offline activities. A
structured, interdisciplinary approach to ethical education will equip students with
the critical thinking, moral discernment, and digital responsibility necessary for
navigating technology ethically and effectively.

Society, as a whole, plays a crucial role in establishing the norms and values
associated with digital behavior. Through awareness campaigns, government
institutions and non-governmental organizations can educate the public about
cybersecurity and the ethics of internet use*. Additionally, technology companies
have the responsibility to implement effective reporting mechanisms for
inappropriate content and to develop secure platforms for users*. Through close
collaboration between family, school, and society, a safe and ethical digital
ecosystem can be created for future generations.

The contribution to reducing the negative effects of irresponsible technology
use and forming conscious and engaged future digital citizens can be achieved by
implementing effective educational practices regarding: monitoring online activity,
cultivating ethical behavior in the digital environment, and developing a positive
educational climate.

Monitoring students’ online activity must be carried out in a balanced way,
protecting their safety without violating their right to privacy. Family and school can
collaborate in this regard by using parental control tools that limit access to

4 K.C. Montgomery, Generation Digital: Politics, Commerce, and Childhood in the Age of the
Internet, MIT Press, 2015, pp. 210-215.

46 T. Gillespie, Custodians of the Internet: Platforms, Content Moderation, and the Hidden
Decisions That Shape Social Media, Yale University Press, 2018, pp. 70-75.
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inappropriate content and promoting responsible use of educational platforms®*’.
Teachers can ensure a safe digital environment by restricting access to unreliable
sources and monitoring online activities conducted in an educational context*,

Both in the family and at school, it is essential to cultivate ethical behavior
in the digital environment. Students should be encouraged to show respect for other
users, avoid offensive language, and refrain from participating in online bullying.
Teachers can facilitate discussions about the negative impact of cyberbullying and
organize workshops where students learn to recognize and combat harmful online
behaviors*.

Developing an educational climate based on respect and empathy is
essential for the responsible use of technology. Teachers can encourage collaboration
through group activities that promote understanding and acceptance of diverse
opinions in the digital environment®. Organizing role-playing sessions can also help
students identify and respond appropriately to problematic situations, such as
receiving an offensive comment online®. Thus, through the implementation of
suitable educational strategies, a healthy and inclusive digital environment can be
ensured.

Therefore, taking shared responsibility between family, school, and society is
essential for developing technology users who exhibit ethical and responsible
behavior.

7. CONCLUSIONS

Incorporating digital ethics into education is vital for promoting responsible,
ethical, and safe online behavior among students. As technology continues to evolve
and becomes an integral part of daily life, it is essential for educational institutions,
families, and society to collaborate in equipping students with the knowledge and
skills necessary to navigate the digital landscape responsibly.

Schools should take an important role in integrating ethical education into
the curriculum, ensuring that students grasp the significance of digital
citizenship, respect for others, data protection, and the ethical consequences of
their online actions. By embedding digital ethics, critical thinking, and media

47 A. Blum-Ross, S. Livingstone, Parenting for a Digital Future: How Hopes and Fears about
Technology Shape Children's Lives, Oxford University Press, 2018, pp. 50-55.

48 M. Ribble, Digital Citizenship in Schools: Nine Elements All Students Should Know, ISTE,
2011, pp. 60-65.

49 J.W. Patchin, S. Hinduja, Bullying Today: Bullet Points and Best Practices. Corwin, 2018,
pp. 112-115.

%0 Sherry Turkle, Reclaiming Conversation, pp. 42-45.

51 D. Cross, A. Barnes, School-Based Strategies to Reduce Cyberbullying, Cambridge University
Press, 2014, pp. 90-95.
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literacy into subjects such as civic education, ICT, and social sciences, students
will be better prepared to make informed and conscientious decisions in their
online engagements.

Moreover, the collaboration between families and educational institutions is
indispensable in creating a supportive environment for students. Parents, as the first
educators, must actively participate in guiding their children towards ethical digital
practices, balancing their online activity, and fostering an awareness of privacy and
online safety. Similarly, schools should implement effective monitoring practices,
while encouraging students to develop an ethical mindset and engage in responsible
digital behavior.

Furthermore, society, including governmental organizations and technology
companies, has a shared responsibility in creating a safe digital environment.
Through awareness campaigns, the development of secure platforms, and the
implementation of efficient content moderation systems, the broader community can
mitigate the risks associated with irresponsible technology use and online
misconduct.

Ultimately, through joint efforts, we can develop future generations of ethical
digital citizens who not only understand the implications of their online presence but
also contribute positively to the creation of a respectful, inclusive, and secure digital
landscape. The key to achieving this lies in education, collaboration, and the
promotion of responsible technology use in all spheres of life.
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